
172.18.13.t

192.168.t.5

Web Server

Team Router
CentOS 7

192.168.t.1
Blue Team 

Internal LAN

192.168.t.0/24

External LAN

172.18.0.0/16

CNY Hackathon

Fall 2023

Blue Team 

Network Topology

Internet

Blue Team

VMs
Proxmox Host

&

Competition Router

172.18.0.1

   t = team number

DNS

172.18.0.12

192.168.t.10[1-6]

Internal Kali VMs

v1 : 231105:2230

Blue Team

Jumphost

172.18.12.15

SSH: 2213

192.168.t.12

DNS

192.168.t.7

Database

192.168.t.15

Backup

eth0

eth1

Certificate Authority

ca.cnyhackathon.org

172.18.0.38

CDN

172.18.13.25

vce.cnyhackathon.org

172.18.15.t[1-6]

External Kali VMs
(DHCP Assigned)

172.18.14.t

Shell / FTP

(dhcp)

Managed by Black team 

Managed by Blue teams
All Blue Team VMs are in scope for red team.

These VMs are already compromised!

Saturday

Team

Infrastructure 


